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Annexure - |

WKITE uv

Government of India
Ministry of Home Affairs
Indian Gyber Crime Coordination Centre (14C)
(CIS Division)
Laald

Sub: - Observing ‘Cyber Jaagrookta {Awareness) Diwas’ on first Wednesday of
every month.

Introduction

1. Cyberspace & a complex and dynamic environment of interaclions amang peopse,

software and services supporled by world-wide distribution of Information and
Commimicatinn Tachnalagy (I0T) daviens and networks. On the ane hand. cyber
space, which culs across global boundaries has brought in &atest mnovalive
technologies and modem gadgets, while on the other hand, I has nevitably led 1o
IGIEsE Ueprs s wi aaipule issuuues ond intemot-based profcasicnal,
business and social networking.

The exponential increase in the number of intemet users in India and the rapidly
evolving technologies have also brought m ils own unigue challenges, besides
aggravoting tho oxicting problome of eybererimee, which ic one of the factact
arowing forms of transnational and insidious crimes.

these 1eCNNOIOgICE develcpments have alsu hkad W U prulifcalan of
cybercrimes, which is one of the fastest growing forms of transnational and
invisible crimes. The borderiess nature of cybercrimes poses challenges in
responding effectively due 1o the limits of cross-border investigation, legal and
jurisdictional challenges and diversity in the technological capatilies 1o combat
this virtual crime spaca spreed across the globe.

Cyber crimes are generally understood as matware attack (use of makcus
software like ransomware, viruses, trojans, spyware, buls elc.), phishing (capturing
sensilive information Ike username, password, craditidebit card details using fake
websites, emalls elc.), attacks on cntical mirastructure, unauthorized data access
(data breach), online financial frauds, crimes against women and children like
cyber stalking. child pomography etc. it is alsu seen that arcund 60% of the cyber
cnmes reporfed  on National  Cyber  Crime  Reporling Partal
(https:/iwww cybercrime goy 1) relate to online financial frauds

There is a need to increase ‘cyder hygkne' for prevention of cyber crmes by
inculcating habits of taking basie care of ICT devices at regular intervals. such as.
properly shutting down the computer, changing passwords at regular intervals,
being cautious against opening of phishing websites along with other websites,
Precautions 10 DE LaKEen WNie nanding sucks iedls plaifins, pictection aganat
data thef, collaction and disposable of e-waste elc

Further, continuous efforts are required on frequent basis to remind the citizens
about the cardinal princgies ul vybea hygiene 10 ensure safcly against cybor
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0.

cimes. Cyber hygiene becomes more important on aceount of ever changing
sernanos in cyber epace clubbed with ehinological agvancements

Any lapse in cyber security andlor cyber hygiene has lhe potential 1o fead 1o a
cybercriime and both these facets are interdinked and require concurrent action of
various stakeholders for the protection of Nation's cyber space and ensuring
citzen sufely In @ hokstic manner

With evolving technology, cyber criminak use loopholes to conduct cybercrimes,
Digital space will see rapad adoption of Clowd, Drones, Robatics, Digital Currency,
Internet of Things (Connected Devices), 30 panting, Machane Learning, Virtual &
Augmented Rcalty etc. These leclwologies can instgate significant risks 1o
Nation's intemal secunty, if these a0 allowed to be explited by deviant
characters,

Indian Cyber Crime Coordination Centre (14C) ~ A Scheme of CIS Division, MHA

9.

10

11

Cyber space makes geographical boundaries inelevant and handling cyber-crime
requircs, besides lates! lwohnoioghs. coordinaton amongst different stakeholders

and different jurisdictions at all levels (District/ Staste/NationalGlobal).

To address this problem, MHA has set up Indian Cyber Crime Conrdinatinn Contre
() In 2016 tor strengthening the overall secwily apparatus to support

States/UTs by providing a common famework to fignt against cyber crimes, as
enumerated below: -

* National Cybercime Reporting Portal (NCRP) for centralized reporting of
cumplaints related 10 CPRGR & any other cyber.crimes.

= National Cybercrime Threat Analytical Unit (NCTAU) for bringing together
Law Enforcement Apencies tn share threat imeligonoo reports.

* National Cyber Forensic Laboratory (NCFL) with state of art forensic toole.

¢ Plattorm for Joint Cybercrime Coordination (JCCT) for inteligence led
coerdinated effints ayainsl cyber-crimes.

* National Cybercrime Training Centrc (NCTC) for advanue sinulation and
training of LEAS on cyber-attacks.

* National Cybercrime Ecosystem Management Unit (NCEMU) for
coordinetion with Academia, Instfutions, Ministries ete.

= Nabonal Cyber Research and hnuvation Centre INUREIC) to partner wilh
various Institutes for Research and Development in field of cyber-crimes.

Due w penetrauon of mgh-end technologies like artificial intelligence, block-chain,
maching laaming, otc., in conjunction with an ever growing number of users ‘gaing
onling’, newer nattams of ryhor-throate ars smeorging. Ecveral of Uow lncats die
prejudicial to national security, public order and are exposing nation's critical
infrasiructure 10 a complex nisk matrix Thus, there is a need for extensively
rolfaboratve and cosrdinated effuils Ly vanlous stakenoiders 1o plug in the gaps
in @ structural and systematic manner

Mass Awareness Campaign in all the Ministrios

12.
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It is rennestad ta obeerse ‘Cyber Jaagrookta (Awarvness) Diwas® every month
in all the offices, branches ! sections, PSUs, elc in the Ministry. The main purpose
of tis initiative is to create awareness for prevention of cyber crimes throwah
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workshops, seminars, interactve sessions. quiz competitions, best practicns. case
studies, creative sessions every month on the same and at the same time.
Basic protocols of Uyber Hygiene may also be highlighted during the 'Cyber
Jaagrookta Diwas’, eome of which arec mentioned here, to name a few. stu down
the commpufer, Install and mawitain up to dale anti-vinus soffware oo yoor compulor
or dewice, keep yow vitevnel browser up-fo-date, be alert to wnusug) compuier
activily or problems, use a moderm browser with featwes such as & pop-up Bocker,
changc youw posswordds uflon, bowae W AWK Sery vig IMSTENT MesSsaguag anxt e-
mal aftachments, den? open emais ar attachments from peoplo you dont know,
dont't become omime ‘fnends” wilh people you don'! know. be very careful about
shanvg confent onfine, use the strongest privacy selfing when you sef up your
profile, avord joming unknown Wi- networks and using unsecured Wi-Fi notspols,
do vt share any infannation redatod 1o coneitre and Sinancial oapects M socal
networks.

ILEs furiher ndorrmed mat Ine necessary budagetary provisions will have 1o be made
by the concerned Ministry from its respective budget. The Ministry may explore
acknowledaing every year 510 ompinyess wha hawes made ovcoptional
contribution in generating awareness against cyber crime 2t their own lavel, so as
o motivate them and inspire their treless efforts for cyber safe environment. The
Minictnice may aloo cxplore recognicing seuiuns f ufiviats, wtu as “Gyber Star of
the month

Topics 1o be covered in Cyber Jaagrookta Diwas -
15.

.lj

The suaoestive topics for craating swarenace are highlighted bolows: -
Unit — I: Cyber Crimes and aafety

* Introduction 10 Cyber crimes

* Kinds of cyber crimes: phishing. idendily hefl, cyber stalking, cyber
obscenity, compuiter vandalism, ransomwars, identity theft

* Spotting fake apps and fake news on social media and intemet (fake email

messages, fake post, fake whatsapp messages, fake customer caretoll

free numbers, fake jobs)

Internet Ethics, internet addiction, ATM scams, onlinc shopping threats,

lottery emails/SMS, Debt/Credit card fraud, Emad secwrity, mobile phone

security

Mcbile apps security, USB Storage Device security,

Mobile conncctivity Security Attacks {Bluetoutli, Wi-Fi, Moblle as usSB)

Preventive measures to be taken in Cyber space, reporting of cyber crime

Forgery and fraud from Mobile Devices

Cyber risk associated with varied online activities and protection therefroen.

Work on different digital platforms sately

Onine cybarcrimes against women and impersonation scanrs

Safety in Online Financial transactions

Unit — I Concapt and use of Cyber Hygians in daily lifc
= Bauvwaen Seuurlly, Deskiop secunly, UPI Secunty, Juice Jacking, Goegle
Map Sacarity. QTP fraud

e |OT Security, Wi-Fi Security. Spotting fake apps on Social media andg
Internet {fake email messages, take post, fake whatsapp messages, fake
customer care/loll free numbers, Take joos)
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* Intormet ethics, intemet addiction, ATM scams, onlinc shopping threats,
fottery emails/SMS, loan frauds.

* How 1 avoud Social Engineering Atlacks, debiticredit card fraud, e-mail
secunty, mobile phone secunty, mobile apps security, USB storage devica
secunty, data sccurity

* Mobile connectivity security aftacks (Rlustooth, Wi-F1), moble as USB,
broadband intemet security

o Preventive measures to be taken in cyber space, reporting of cyber crime

Uit — 1I: Intraduction te Social Notworls

* Social Network and its confents, blogs

* Safe and proper use of social networks inappropriate content on social
networks

o Flagyng and ropeding of inappropriate cantent

ling . I\ Flactranie Paymente and Safoguard thorein

*  Concepl of E payments, ATM ang Tele Banking

» Immediate Nayment Cystems, Mobic Moncy Traisha aid E-Wistets
« Unified Payment interiace (LIP1)

s Cyber crimes in Electronic Payments

o KYC: Concept, cases, and safequards

16 In addition to abeve, the officialc may alae be infermed about Natonal Cyberuinmm
Reporting Porta¥https:/www cybercrime gov.in) and a toll free helpine number
1930 (earlier helpline number was 155260) to assist citizens for reqistration of
complaints pertaining to cyber crimes on the portal. Further, officials may be
informed o Tokow @cyberdost Twater handle,
Sherwewe.n am convoybeduslisy Iristayram hanugie,
(hitps:iwww facebook comiCybarDostl4C) Facabook handle and
(hitps:iheww Snkedin comicompany/cyberdostidc) Linkedin handie. which provide
reguiar safety fips relating to prevention of cyber crimes.

17, Al the Ministies are iequested 1o prepare an “Annyal Action Plan” onling/oftine
program on Cyber Jaagrookta Diwas. The Ministries are frae to choose the topics
for Cyber awareness and Cyber Hygiene. as per the lacation of the institutions /
offices (vikage, smalier lowns, majr cibes etc) and may also dovetail
schemes/projects of other Ministries, so as to have synergetic efforts in prevention
of cyber crimes 10 citzens.

Annual Action Plan

18, Allthe Ministnes may kindly prepare an “Annual Action Plan® for celebrating Cyber
Jaagrookta Diwas on every first Wednesday of the month during the period 11am
to 12 noon {lentatively) cummencing from 6" April, 2022 (Wednesday) onwards.

renn
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L‘YBER CRIME

REPORT ANY CYBERCRIME AT
CYBERCRIME,GOV.IN
OR

oL 1930 (EARLIER 155260)
FOR ASSISTANCE
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Cybercrime at Assistance
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Report —

'yhercrimes at
cybercrime.gov.in
or
Call
1930

(Earlier 155260)
or Assistance

0660000 4
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Annexure-lll
LIST OF SUGGESTED TOPICS TO BE COVERED BY VARIOUS INSTITUTIONS/
ACADEMIES FOR TRAINEE OFFICERS/OFFICIALS

UNIT I: Electronics Payments and safeguards theren

i Conceot of E pavments

i ATM and Tele Banking

L Immediate Payment Systems

", Mobide Monoy Tranafer and E Wallcte

v Unified Payment Interface

vi. Cybvercrimes in Electronic Payments

vii.  Precautions in Electronics Moaey Transter

Jii. RB1 Guidelines of Customer Protestion in Unauthonized Banking Transactions
B KY( Cnncept, cases and safeguards

UNIT Ii: Cyber Crimes and safety

i. Intreduction to cybercrimes

i Kinds of cybercrimes: phishing, ident#y thoft, cyber stalking, cyber terrorism,
cyber checonity, compeitar vandalism Ransomware. identity Theft

il. Forgery and fraud from Mobie Devices

fii Cyber risk associated with vaned oniine activities and prolection therefrom

w. VYOI ON aIferent dighal plation s salely

v. Online cybercrimes aganst women and impersonation scams

vi.  Security awareness on Wearable gadgets

vii.  Safety in Online Financal transactions

vili. Concept and use of Cybes Hygiee in daily life, Browser Security, Wi-Fi
Ecourity. UPI Scourity, Juice Jacking, Goagle Map Sacurity, OTP fraud, 10T
Security, E-mails.

. Reporting of Cyber crime

UNIT Il Introduction to Social Networks

L Social Network and its contents, blogs

ii. Safe and Proper use of Social Networks

il Inappropriate Content on Social Networks

v Flagging and reporting of inappeopeiale content
v. Laws regarding posting of inappropriate contant

UNIT IV: Introduction 1o Information and Techinulogy Act, 2000(IT Act), The Indan
Wirelaee Talagraphy Act and their use in Cybar Space

L Goncepls as defined in IT Act and The Indian Wirekess Telegraphy Act

i, Communication Device

i, Computer, Cyber Security, Data Security

iv Secure System

v Basic concepis of Block Lnan, %G, 10T, Drones, Al elc
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